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e OBJECTIVES
o DEVELOP RELIABILITY ASSESSMENT TOOLS
*SOPHISTICATED SYSTEM CONFIGURATION
*MULTIPLE SOURCES OF UNCERTAINTY
SEVALUATE THE APPLICABILITY oF strel4l axp assisr/2]
*SURE: SEMI-MARKOV UNRELIABLITY RANGE EVALUATOR
~—APPLICABLE TO A LARGE CLASS OF SEMI-MARKOV MODELS
~——EFFICIENT AND ACCURATE
~~AVAILABLE FOR VMS/UNIX/MS-WINDOWS 0S8’
*ASSIST: ABSTRACT SEMI-MARKOV SPECIFICATION INTERFACE TO THE
SURE TOOL

MODEL GENERATION TOOL FOR DIRECT INTERFACE WITH SURE
—POWRRFUL AID TO MODELING COMPLEX SEMI-MARKOV PROCESSES
— AVAILABLE FOR VMS/UNIX/MS-DOS 08’
*JUSTIFICATION FOR FURTHER COMPUTATION SIMPLIFICATIONS
—ON-LINE DECISIONS
~~UTILITY



¢ SOME BACKGROUND

o MARKOV PROCESS|7):

{X(t) |t € (0,00)} IS A MARKOV PROCESS IF V) < t; -+ <t, <
t, THE CONDITIONAL DISTRIBUTION OF X(t) FOR GIVEN VALUES OF
X{

to), -+, N{t,) DEPENDS ONLY ON X{¢,)

P(A’(t) <z | ‘X(tn) =Tny 0ty ‘X(tﬂ) = -TU) = P(‘X(t) <z ‘ ‘Y(trl) = In)
* HOMOGENEOUS MARKOV PROCESS:
PX(t)<z|X(t,) =z,)=PX({t—t,) <z|X(0)=2,)

—WHITE’S INTERPRETATION:
CONSTANT RATE
INDEPENDENT COMPETING EVENTS
INDEPENDENT SEQUENTIAL EVENTS
=

F(t) (TIME A PROCESS SPENDS IN A STATE) IS EXPONENTIAL
P(T<t)=F(t)=1-¢ 0!

¥ SEMI-MARKOV PROCESS: A MARKOV PROCESS WHOSE DISTRIBUTION
IS NOT EXPONENTIAL

® EXAMPLE: AFTI/F-16 FAULT TOLERANT F(JS[IO]

Signal o C d Effector
processor Isensors interface

Functional dependency of subsystems in the FTFCS

Standard Less standard

o A PARALLEL-TO-SERIES INTERCONNECTION OF 5 BLOCKS
* FLIGHT CRITICAL PROCESSORS

—POWER SUPPLIES, DIGITAL PROCESSORS

* I/O CONTROL MODULE

* PILOT COMMAND SENSOR

* AIRCRAFT STATE SENSOR

* EFFECTOR

-~~ACTUATORS, SURFACES, INTERFACE UNITS



e SOME PROPERTIES OF THE RELIABILITY MODEL

o BUILDING BLOCKS: SUBSYSTEMS (NO SPARES, NO REPAIRS)

0 REDUNDANCY TYPE: HARDWARE AND FUNCTIONAL

0 FAILURE: CONTROL PERFORMANCE DEPENDENT
SUBSYSTEM FAILURLE
LACK OF REDUNDANT CONTROL AUTHORITY

o FAILURE DETECTION: RESIDUE BASED
RESIDUALS ARE NOISY

—RECONFIGURATION DECISIONS INVOLVE RISKS

o MISSION TIME t,,: SHORT

o0 HOLDING TIME DISTRIBUTION F(t): DIFFICULT TO DETERMINE
NO BASIS FOR ASSUMING EXPONENTIAL

- POSSIBLE TO BOUND BY EXPONENTIAL DISTRIBUTIONS

l—eMIFt)<1—e™ t<t,
o WHAT TO EXPECT?
— RIGHT ORDERS OF MAGNITUDE

e PROPERTIES (CON'I"D) PECULIAR TO FUNCTIONAL REDUNDANCY
o SYSTEM ARCHITECTURE: MORE COMPLEX IN GENERAL
* LESS SYMMETRY => HARDER TO OBTAIN A RELIABILITY MODEL
o DEATH STATE: DICTATED BY RELIABILITY REQUIREMENTS
* INOPERATIVE WITH MAJORITY
* OPERATIVE WITHOUT MAJORITY
* NO.1 CAUSE OF DEATH => UNSUCCESSFUL RECONFIGURATION
—FALSE ALARM
- MISS DETECTION

-FALSE IDENTIFICATION

FALSE RECONFIGURATION
* EXHAUSTION OF FUNCTIONAL REDUNDANCY

O

COVERAGE C{l): NECESSARY

* HIGHLY SCENARIO DEPENDENT,;

* VERY DIFFICULT TO ESTIMATE;

* HIGHLY TIME DEPENDENT;,

* HARD TIME LIMIT (., < DEPARTURE TIME)

C'(t) ~ C(tuuu:>



e AN EXAMPLE OF CALCULATED COVERAGE ® RELIABILITY ANALYSIS OF THE PROCESSOR BLOCK
o SCENARIO —T75% LOSS OF CANARD EFFECTIVENESS

o DATA

4n 33X
—MODEL OF THE AIRCRAFT .‘*"_'C Go) 2?)
F%‘

MEASURED ANGLE OF ATTACK AND PITCH ANGLE W S N 2h
Qo202
0 FACTORS AFFECTING THE VALUE OF COVERAGE N
-(t
—PERFORMANCE OF CONTROL, DIAGNOSTIC, DECISION MODULES 20)2 31'-@

o RESULTS gt
A0 "o
01

—A LUCKY SITUATION OF ACHIEVING 0.9999 AFTER 4.2 SECONDS Semi-M: .
emi-Maurkov process:

— AT T=0.58, LOWER BOUND OF COVERAGE IS ONLY 0.75 Degradable 4-plex with fuil reconfiguration

o BI.OCK FAILURE PROBABILITY BOUNDS

’ / f'“ I 1
i 0 Bt B s Tl R
// ' ;' 7771 777777 : ,,,,, 4,,774?, e
wel S A=107"
. i | '
CHORETURENE B el ] p € (1074107
! ¢ [ ' ' .
e TEEEEEEEEE 7 =107
v ! ! | |
1 SR H Con = Ciy = Cy = 1
o 1 .l i Y
o i ae wx ) f,,, =1



® RELIABILITY ANALYSIS OF THE PROCESSOR BLOCK ® SURE RELIABILITY ANALYSIS OF THE PROCESSOR BLOCK
RECONFIGURATION IS NOT COMPLETE —INSTANTANEOUS REMOVAL OF A FAULTY SUBSYSTEM

Markov process:
Degradable 4-plex with incomplete reconfiguration

o 20Cyy
F ([) 20 /_:.@

40 (1-C,)) 2}&“4% n
31 Ll\\@ K’(‘.) ixcﬂi. T

23(1-C, 20
» o BLOCK FAILURE PROBABILITY BOUNDS
Semi-Markov process:

Degradable 4-plex with incomplete reconfiguration

~FAC
Q_()/ n:

A=10"?
o BLOCK FAILURE PROBABILITY BOUNDS ) o an
A=10"7 | L o SR
, T e Cn € [0.99,1.0)
S e RCERTTEEEEE EEPEES TR Cy € [0.95,1.0)
: po=10"" O R R Cay € 0.90,1.0)
W'l L g‘ (7210—2 ot - - 4‘ ***** :* ***'*41 ***** - A tm= 1
”””” : Cor € [0.99, 1.0} oo
: Cia € [0.95, 1.0) wih e
Cys € 0.90,1.0] W el
* JIL:; v us | t, =1




e LFFECTS OF NEGLECTING REMOVAL TIMES e FURTHER SIMPLIFICATION OF THE PROCESSOR MODEL
0 BLOCK FAILURE PROBABILITY BOUNDS

1t R . i
O —te T | E—— '°t ”:””:’ ””” : :\A
[ ] y d + | |
I S R A
S : S A= 1070 L o
| | | | o -1 ‘a"gkf,,,', L,,,,:,,,,L,,,
T S Fm e e p=10 i L 1
P . o L L ,,,,,, CU] € {()9(), 1()] } | | i
1 | 1 I L e o e m o m m— e == -
n L SRR v ] C]Q € [095,10] e ) . ! L
oo I Coz € [0.90,1.0
| i | ! 3 [ ’ ] Py~ (1 — C()])-l)\t,,,
1 u "12 ula ulo (»‘s ' 7i tl” = 1
o A SYSTEM WITH AN EQUIVALENT FIRST ORDER EFFECT
0 BLOCK FAILURE PROBABILITY
. L L R e N )
o : o 1 | i | - A=10"
m;””l”r : 1 i 77777 ,uzl()“
ol . L L ] Cy € [().99, l.()]
ol oo ! ] Ch € [0.95,1.0]
jeo---- - booo-it- Ch3 € [0.90, 1.0} o VALID IF RELATIVE TO THE FAILURE PROCESS
I I 1
N e t =1 -REMOVAL OF FAULTY SUBSYSTEMS IS FAST

MISSION TIME IS SHORT



® JUSTIFICATION OF 2ND APPROXIMATION
o AN 7 + 1 -STATE MARKOV PROCESS

@ i = 0 indicates a death slate

i > n-r indicales a state with i operative subsystems and
) inoperative subsystems that have not been removed

o FAILURE OF AN Mm-SUBSYSTEM BLOCK
T OR MORE FAILED SUBSYSTEMS, OR
—INCCORECT RECONFIGURATION DECISION

0 SOME NOTATIONS

—A: FAILURE RATE OF A SUBSYSTEM
—t,,: MISSION TIME

—p;j(t): TRANSITION PROBABILITY
—C}j: COVERAGE OF A TRANSITION

® COMBINATORY APPROACH

Poo(t) pui(t) poa(t) por(t) W
0 pn(t) prlt) p1(t)
Pty=| 0 0 palt) par(t)
0 0 pe(t)
n—1 - nei ) .
pij{t) = i ¢ ()1 —q(t)"Cyj, 1< j<r
p,‘j(t) = (), 7> ]
pu(t) =1- 243;11 p,l(f), 0<i<r-l
pr,.(t) =1

where

g(t) = (1 —e™)

IS THE SUBSYSTEM FAILURE PROBABILITY

o TRANSITION RATE MATRIX () = P(0)

14



e AN ALTERNATIVE WHEN Q IS KNOWN

-nA  Cyn) 0 e 0 [1 = CutlnA
Pit) = P()Q(t) 0 —(n=DA C(n =D 0 [1—Cial(n — 1A
Q=) 0 :
WHERE 0 0 o Z(n=rt DA (n—7 i 1)A
Pyivja+1) I8 THE P.T.M. Lo 0 0

L

Qi 1)x(r1) IS THE T.R.M. o (Q INDEPENDENT OF ¢

= HOMOGENEOUS MARKOV PROCESS

o0 COMPOSITE FAILURE PROBABILITY

P(t) = ¥
OF m CASCADED BLOCKS N t
= PN
N
m r t AT
L= {1 = PO} =~ (I+Q+)", EULER APPROXIMATION
11 Ly

Q

(I +Qt), TAYLOR EXPANSION

Pf = [P<tm)](l,r+l)
~ [Q](l.r+1)trr:
= [1 - C()l]”)‘tm

e



® APPROXIMATION ERROR

DEFINE THE APPROXIMATION ERROR

THEN

NOTE THAT

THEREFORE

Pi(t) =

INA

IA

[P(H)]1r i1
[6("”]1J-+ 1

N .
m ¥ =0,

N—oo T l!

e= Py(t) — P (t)

(r + 1)(nAt)?

2

2—nit
(r+1D)(nAt)?, nit <1

17

lim

N 1 :
S = (r +1)(nAt)

N—00;79 3!

(r + 1)(nAt)? N-2 nAt

X (-

N—oo {2p

)

nit <2

2

)i

e SOME REMARKS
o0 GOOD APPROXIMATION

(7‘ + l)(nAt)z << (1 — C'm)n)\t

UK
Co < 1—n®Xt

o REDUNDANT SYSTEM VERSUS SIMPLE SYSTEM

[1 - C()l]n/\tm < /\tm

OR

1
C()1>1—-
mn

o IN GENERAL, 1 C(‘.] DECREASES AS n INCREASES
= THERE IS AN n AT WHICH
min(1 — Cop)nAt,,

IS ACHIEVED
o EXAMPLE

REDUNDANCY MANAGEMENT n  Cy (1 —Cy)n
VOTING 4 0.992 0.032
VOTING 3 099 0.03
COMPARING 2 0.89 0.22

18
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ERROR DUE TO NEGLECTING REMOVAL TIMES

OMITTED PATHS TO DEATH STATES

¥ M\; o 2
o0} 2 w1
hel 208

N 2

Gy ) - +@)

HIGHER RATES TO DEATH STATES

~Ciin1 1, F(t) < 1

<

- 3 J
= p—pf" < ¥ (G —i)(1— e e tN

IA

J=li-1l
3 o—j 2,9
S G —0A=4-3222- N2 +2- At +1)

J=li=1

A2, (M) <

1 —

o GOOD APPROXIMATION

(1 — Cop)4At >> (dAt)? & Cyp << 1 — 14Xt
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® GENERAL ERROR BOUND FOR NEGLECTING REMOVAL TIMES

O OL r n! : ¢ ;
. appror. : —At\i =% (2n—1—1)At
e = pj—py <Y (1 e e
= (n —1)!
d oy / P2 WL
~ ; '\/\f) — T — }\)\/\t; |\/u *:)/\\ﬂ
2 (n—1¢) 1==0)

Lqm—znw4j
1—[(n—2)At

Il
3
—
3
t
—
~—
—
S
S
~

[

< (nAt):, nit <

n—2

Fa

0 GOOD APPROXIMATION

(1 — C{)l)ﬂ)\t > (7))\t)2
OR

Cop << 1—nAit
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e ANALYSIS OF THE EFFECTOR BLOCK

Surface
#1 (left)
: Surface
L 70 actuator
C/E Surface
#1 (right)
s
ﬁ actuator
C/E Surface
#2 (left
H_ 1 H 2 1+
actuator
C/E Surface - -
#2 (right 1. C/E means computer/effector interface
. T 1 H 2 in triplex/quadruplex configuration
- actuator 2. 3 out of 4 #1/#2 effectors required
C/E 3. Either #3 or both #4 effectors required

e SURE AND ASSIST ARE NEEDED IN HIGH COVERAGE MODELS

o A SIMPLE CASE STUDY

21

® EXAMPLE: DEGRADABLE 2-PLEX CONTAINING 3-PLEX—1-PLEX’S

A =107 X =50x10"%¢,=1.0

i .[—%“V IS ] Ce, € (0.99,1.0]
i A A,
5 ] Cly € [0.95,1.0]

1 - - .
IRV 3 Cay € 10.96, 1.0}
b‘ - ,,;;7‘ l - . |
TR I B C?, € [0.99,1.0]
—1 01 )
A

o A SIMPLIFICATION WITH AN EQUIVALENT FIRST ORDER EFFECT
—3X| AND Ay ARE OF THE SAME ORDERS OF MAGNITUDE
— Cj; AND C}, ARE OF THE SAME ORDERS OF MAGNITUDE

o SIMPLE FORMULA

Pr=6)\[1 — Cplt +2X[1 — Ciit, t <ty



0 STATE TRANSITION DIAGRAM ® USING ASSIST AND SURE

(* Markov model generation for a 2-channel 3-plex--1-plex degradable configurations)
(* Failure rates and coverages *)

(* subsystem failure vrate tor block A (3-plex block)®*)

(* subsystem failure rate tor block B (l-plex block) *)

(* coverage for the lst failure in block A *)

(* coverage for the 2nd failure In block A *)

010010 Bhe,! 21163010 ey, 120010 Ley'  o3ws0L0 Shey' 0102110 Deyt  MSLIE 2, 651003 10d
2, 031012014

Do, G3ivilied

X assazield

30yl 5y,') 031021 108
I 31030014

MUl 031030104 CA2)-0.90; (* coverage for the 3rd tailure in block A *)
heyt 12013018 e, 122100 eyt 201210 ::g:ﬁ;‘ CB01=0.99; (* coverage tor the failure in black B *)
il 120112108 {* input te SURE for coverage variation *}
Mttt 120028 02 ~ 120121014 “DELTA - 0.0 TO+ 1.0;" (* Delta times the coverage range = step size *)
120150014 EVR
Bty tlusmios Bt 1zatsate -~ 99+DELTA*(1.0-8.99);" (* <Al ranges fraom $.99 to “
L114,) 210130104 - 4 0.95+DELTA*(1.0-0.95);" (* CAl2 ranges from 0.95 to 1.0 *)
+ 813010 g o 3 9
3yilcy') 211U0ITE B aroisal Ihey! 201 B zonz : bty “CA23 + 0.90+DELTA®(1.0-0.90);" {* CA2} ranges from 0.90 to 1.0 *)
Ml 30010104 :Mku" Holzioe “CBO1-CAO1; " (* CBOI ranges from 0.99 to 1.0 ¥}
I ihcg'} 210121104 * (v State space definition. (Array ot two identical channels)®)
0 14 S, = N . : -
013010 St sou2il0 et seomizie N 300103108 SPACE=(NCA: ARRAY[1..2] OF 0..3, (* NCA: Number of operative subsystems In block A *+)
300112014 NFA: ARRAY[1..2] OF 0..3, {* NFA: Number of inoperative subsystems in block A *)
1<, 00112008 * v Y
21‘ o NUA: ARRAY[1..2] OF 0..1, {* NUA: Flag uncovered failures in block A when NUA=1 *)
Pt ezt NCB: ARRAY[1..2] OF 0..1, {* NCB: Number ot opurative subsystems in block B *)
Sk 30102110 I 11414 M so10W0 S ZH03IE Duc' 12100310 ¢ 031003104 NEB: ARRAY[1..2] OF 0..1); (* NPB: Number of inoperative subsystems in block B *)
A; 120100104

i) 121003108 {* Tnitial state definition *}
N 2ieresios START = (2 OF 3, 2 OF G, 2 OF 0, 2 OF 1, 2 OF 0); (* NCA{T]=3, NFA{I1}=0, NUA|I] 0, NCB(1]=1, NFB[I]=0, 1=0,1 *)
(* Death state definition *}
DEATHIFP (NFA[1]+NFA[2]>5) (* At least one of block A or block B in each channel is inoperative *)
Dol e, e OR (NFA{ 1| MBI 2)23)
3 20112004 OR (NFB[1]+NFA[2]23)
OR (NFB[1]+NFB[2]>1)

31,0iy,') 211003104

X 300103104

Milg,t o1eusios

he, " 0101201 e, w2ZB

Nyil<,') 211012014

1, 300112014
L0k’ 301012014

K OR (NUA[1]4NUA{2]>=1); (* Or any uncovered failures *}
2iy(1-c 1) 301012108 e : -
Ih D 301021014 (* State transitions in channel I, I=1,2 *)
Neod delo2n e, 21t02100 eyt tzozn M woziend FOR 1 IN |1, 2];
2101
\ Date,) 1210210 " IF (NFB{I]|=0) AND (NFA[1]-D) THEN (< lst tallure in block A *)
i,‘.‘ii"."ﬂ'-‘i‘;&ﬁ 310 2010210 A 218121014 TRANTO NCA[T|=NCA[I]-1 , NFA[[]:NFA[I]*1 , NUA[T]=0 BY NCAjI1]*LA*CAOl; (* covered*)
" e01210f TRANTO NCA[T]=NCA[Lj-1 , NFA[I|:NFA[I)+1 , NUA[T]=1 BY NCA|L|*LA*(1-CAD1}; (* uncovered *)
Aga! 0103001 et 2nes01 cut 12103003 1, 31030014 .
5 120130014 ENDIF;
Zayiey,y il [P (NFR{T]=0) AND (NFA[1|-1)} THEN (* 2nd failure in block A *)
Shyilcy ') 211030010 * huismie TRANTO NCRITIZNCAN L1=1 . NFAFII=NFALLI¢) , BUAYT -0 BY NCA[Ti*iA*CAIZ; {* covered®)
Y Joo1300id TRANTO NCA[L|=NCA[L]-1 , NFA{I]-NFA[T]+1 , NUA[I]|=1 BY NCA[1|*LA*(1-CA12); (* uncovered *)
ENDIF;

IF (NFB[1]-0)] AND (NPA[I]-2) THEN (* 3rd failure in block A )
TRANTO NCA[1]=NCA[L1]-1 , NFA[I]=NFA{T)+1 , NUA[I|=0 BY NCA{I]*LA*CA23; (* coversd*)
TRANTO NCA[I]=NCA[I]-1 , NFA{T]=NFA{I]+1 , NUA[1]=1 BY NCA{T)*LA*(1-CA23); (* uncovered *)
ENDIF;
1P (NCB{I]=1) AND (NCA(T]>0) THEN (* Failure in block B *)
TRANTO NUA[1]=0, NCB[1}=NCB[I}-1 ., NFB[T|-NFB[T|+1 BY NCB[I}*LB*CBO1; (° covered*)
TRANTO NUA[1]-1, NCB{I)-NCB[T])-1 , NFB[1]=NFB[L]+1 BY NCB[T)*l.B*(1-CBOl); (* uncovered *)
ENDIF;
ENDPOR ;

TE REMOVAL TIMES CAN BE EASILY INCORPORATED
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0 ANALYTIC MODEL WITH MINIMAL STATE DIMENSION 0 EFFECT OF SIMPLIFICATION

P(t) = Pt)Q(t), P(0)=1

AND (Q IS GIVEN BY

[ 6h -2 6MOE + 2003, 0 0
il TR PR B ¥ 0 4 6A S, ¢ 200, 0
0 o —12A; — 6Xg 20, C F AN+ 6M O + 20008,
0 0 0 —18A; — Ay
0 0 0 o
0 0 0 0
0 0 0 0
0 0 6A1[1— Ch] + 22201 ~ (%)
0 0 AA[L = Ol + 60 (L — CY) + 2221 = (B} + 220
0 0 20l = Chy) + 2201 — CRl +6A1[L - ChLI+ A1 = Cla] 4 4Ae
120,08, + O ] E2M[1 - CHT AL = Cla] + 241 18Xz
- — 6\ 1 e B .
10y — 62y BT BAL = Clgl + 201 + 6% 0 MATRIX EXPONENTIAL V.S. ASSIST/SURE
0 —1 — 4A) 4 422
i 4] 4 i
o THE ABOVE RESULTS IN THE SAME SIMPLE FORMULA "
_ ~ _ 1 . 2 .
Py = [P(t)]11 = [Qlunt = 6A[1 — Coit +2x9[1 = Cyylt, ¢ <t :
:
10 E
£
C
0" ;
£
C
ot ‘E
w' 1 1 "
[l o U3 4 ird
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e KEY TO ENHANCED RELIABILITY—HIGH COVERAGE
0 CURRENTLY ACHIEVABLE VALUE IN FTFCS?

— 1=Cy=107"!

o IMPROVEMENT DESIRABLE?

—REDUCLION OF 1 — {1 BY SEVERAL ORDERS OF MAGNITUDE
o ADEQUATE VALUE?

—1 = Cy = n2At,,

o WHEN THE ABOVE IS ACHIEVED

—-SURE IS NEEDED FOR ACCURACY
—ASSIST IS NEEDED FOR MODELING

o A BY-PRODUCT OF ASSIST

—TRANSITION RATE MATRIX OF A MARKOV PROCESS

27
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